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Abbreviations

Term Definition

API Application Programming Interface
B2C Business to Customer

Broker Service Access Gateway

SP Service Provider

v




PROJECT NAME: M-PESA I J
(Safaricom

DocCUMENT NAME: B2C API SPECIFICATION VERSION: 1.5

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 7" OCTOBER 2014

Table of Contents

FLN 0 0 4 1) 1 L T ii
ReVISION LOG..uciuiriiirinrininiiiniiiiniiininninininisiinisisinisisnesissisisisisisissssssssssssesssssesssssssssssases ii
ADDIEVIALIONS ..uuceueririieriuisaiiricisississessensenssisanssisstssissssssssssssssssssssssssssstsssosssssssssssssssssssssssssnsesssssons iv
64 Ta 0T UG T 41 o 7
1.1 SCOPE ettt ettt ettt ettt ettt e b e et e bt e et eehte et e e s hteenbeeshaeebeenaeeen 7

2 Message FIOW DeSCription.... i 8
3  Data Type Definition.....ciininininininnininiininiiniiniisiniisesiiesisieesssssssss 9
3.1 Identity TYPe ENUMETAtION. ....ccuiiiuiiriiiiie ittt ettt et esaeesareas 9

32 IdentifierType eNUMETAtION ..cc..eeviiriiiiieiieeiee sttt ettt sttt et e st e esaeeearees 9

33 ParameterTyPe SITUCTUTE ......eevueieiieeiieeiie sttt ettt sttt ettt et esaeeenbees 9

34 Parameters STIUCTUTIE .......cceeouieiinieiiiiiieie ettt ettt ettt et st eae st sae e sbeeanens 9

3.5 ReferenceData SLIUCTULE ........cc.evuieiiiiiriiiienieieeteeteteetete ettt st 9

3.6 TTanSaCtION SIIUCTUIE .....ec.eetieuiertieiieniiete ettt ettt ettt ettt ettt e esaeeanesae e naee 10

3.7 Caller SIIUCTUIE ......eeuiiiieiieiiiiieterterte sttt ettt ettt sttt e e 10

3.8 INItIALOT STIUCTUTE ...ttt ettt ettt e 11

3.8.1 PasswWOrd ENCTYPHON ..couviiiiiiiiiiieeieeie ettt sttt et e e e e 11

3.9 PrimaryParty SHUCLUTE .......c.eeviiiiiiiiiieeiie ittt ettt s e e 12

3.10 ReECEIVEIPAITY SIIUCTUTE. ...eeuviiiiiiiieeiieeiie ettt ettt st sttt e saeeebeesaeeenee 12

3.11 ACCESSDEVICE STIUCTUTE. ....couviiriiieiiiiieierit ettt sttt ettt ettt eae e sae e 12

3.12 TAENtItY SEIUCIUTE ....eeeutieiiiieiieeie ettt ettt st sttt saeeebeesiaeenee 12

3.13 REQUESE STTUCTUIE ..ottt ettt ettt ettt s et e saeeebeesieeenee 12

3.14 RESPONSE SLIUCTUIE ...ttt ettt ettt e st bt e saeeebeesaeeenne 13

3.15 ReSultParameters SIIUCLUIE ..........eoverueriiriirienieteteteeeit ettt ettt st eens 13

3.16 RESUIL SEIUCTUTE ...ttt st ettt neens 13

3.17 RESUIE COAE ..ttt et 13

4 Web Service Interface Definition..........cicceiirinrinvensensensnsunscsinsinsessessessessssssssscssssssssessees 20
4.1 Interface: RequestMEIPOItTYPE ...covveiiiiiiieiieiieeteee ettt 20

4.1.1 Operation: GeneriCAPIREQUESL ........cecuiiiiiiiiiiiiiiiieie ettt 20

42 Interface: ReSUMEIPOItTYPEC ..c.vveuveeieiiciieie ettt e 22

4.2.1 Operation: GeneriCAPIRESUIL...........ooiiiiiiiiiiiiiiitee et 22

43 Interface: Queue TimeoutNotificationPOTt...........ccocviieeiiiiiiiiecie e 26

4.3.1 Operation: NOtifyQUEUETIMEOUL.......cccuieiiiiiiiiiiiiiiete et 26




PROJECT NAME: M-PESA

—)
(Safaricom

DocCUMENT NAME: B2C API SPECIFICATION VERSION: 1.5

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 7" OCTOBER 2014

4.4 Interface: QueryTranSactionPOTt .......ccceeviiiiiiiiiiiiieiie ettt 27
4.4.1 Operation: qUETYTTANSACTION ...cc.uiervieriieitiieieeiee ettt ettt et sttt e s b e 27

4.5 Interface: MANQZEIMENL ......c...eeiuieriiieiieeieette et et et et e site e bt e eabe e beesabeebeesabeebtesabeesbeeeabeebeesnbeenseesabeesssesnseens 29
4.5.1 Operation: ChangEPaSSWOIM ..........cceeiueiiieiiiiieiieiete et te st te sttt e bt et e steebessaesseeseenseeneeseeneesseensennes 29
25 T 1 11 0 [ 33
5.1 GeNETICAPTIREQUEST ...ccuveiiiiiiiieeiieite ettt ettt ettt ettt 33
5.1.1 The 3rd party send B2C request to the Broker..........ccoccvevevieniieienieieieeeee e 33
5.1.2 The Broker return response to the 3rd Party........coceeeeverieeieniieieneeiere e 38

5.2 GENETICAPIRESUIL .....couiiiiiiiiiiiiiitiieseer ettt 40
5.2.1 The Broker send notification to the 3rd party.........ccccceeeveverienieienieiereeee e 40
522 The 3rd party return response to the Broker...........ccoovvieiiivieniieienieieeeee e 43

5.3 NOtTYQUEUETIMEOUL.....eviiiieiiiieiieee ettt sttt e saae e 43
5.3.1 The Broker send notification to the 3rd party.........cccoceeeveverierieienieieeeee e 43
532 The 3rd party return response to the BroKer...........ccoovvieriirieniieienieieceee e 45

5.4 QUETY TTANSACTION ..ottt ettt ettt et et e s et e ebeesaeeenbeesaneenee 46
5.4.1 The 3rd party sends query request to the Broker..........ccocvvievieieniecienieiecee e 46
542 The Broker return response to the 3rd Party........coceeeeeerieeieniieieneeiee e 47

5.5 ChANGEPASSWOIM. .....c.eiitieiiiiieiectee ettt ettt et e et e e st enseeneenseennennes 50
5.5.1 ReqUEst €XaMPIE:....cccuiiiiiiiiiie ettt e 50
552 ReESPONSE EXAMPIE: ....eeiiiiiiiiiii ettt ettt ettt e e e 51

vi




PROJECT NAME: M-PESA

/‘j
(Safaricom

DocCUMENT NAME: B2C API SPECIFICATION

VERSION: 1.5

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT

DATE: 7™ OCTOBER 2014

Introduction

1.1 Scope

The present document specifies the real time B2C Web Service aspects of the interface. All aspects of B2C

Web Service are defined here, these being:

® Message Flow Description

® Data Type Definition

® Web Service Interface Definition
® WSDL for this specification

® Example
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2 Message Flow Description
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3 Data Type Definition
3.1 IdentityType enumeration
List of IdentityType values.
Enumeration Description
1000 Customer
2000 SPOperator
3000 OrganizationOperator
5000 Organization
6000 Till
8000 SP
3.2 IdentifierType enumeration
List of IdentityType values.
Enumeration Description
1 MSISDN
2 TillNumber
3 SPShortCode
4 OrganizationShortCode
5 IdentitylD
6 0O2CLink
9 SPOperatorCode
10 POSNumber
11 OrganizationOperatorUserName
12 OrganizationOperatorCode
13 VoucherCode

3.3 ParameterType structure

Element name | Element type | Optional Description
Key xsd:string No It indicates a parameter name.
Value xsd:string No It indicates a parameter value.

3.4 Parameters structure

Element name | Element type | Optional Description
Parameter ParameterTyp | No It is used to carry specific parameters for specific transaction or
e[1..unbounde business operation.
d]
3.5 ReferenceData structure
Element name | Element type | Optional Description
Referenceltem | ParameterTyp | No It is used carry some reference data that MM need not analyze but need

e[1..unbounde
d]

to record it into transaction log..
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3.6 Transaction structure

Element name | Element type | Optional Description
CommandID xsd:string No The unique identifier of transaction/business operation. Max length is
64.eg
*  SalaryPayment
*  BusinessPayment
*  BusinessPaymentWithWithdrawalChargePaid
*  SalaryPaymentWithWithdrawalChargePaid
*  PromotionPayment
*  TransferFromBankToCustomer
LanguageCod | xsd:string Yes It indicates language. It's reserved.
e
OriginatorConv | xsd:string No The unique identifier of the request message generated by third party. It
ersationID is used to identify a request between the third party and MM. Max length
is 128.
Field must start with the B2C organisation short and name of
organisation. Eg.
232323_KCBOrg_XXXXXX
XXXXX must be unique for every transaction.
Conversationl xsd:string Yes The unique identifier generated by MM for a previous request message.
D It is used to support communication multi-times between the third party
and MM for one operation/transaction.
Remark xsd:string Yes The remark information about this operation. Max length is 255
EncryptedPara | xsd:string Yes It is used to carry the value for the element Parameters which are
meters encrypted.
The value for this parameter should be a CDATA and encode with
base64
Parameters Parameters Yes It is used to carry specific parameters for specific transaction or
business operation.
If the element EncryptedParameters presents, this parameter should not
present.
ReferenceData | ReferenceDat | Yes It is used carry some reference data that MM need not analyze but need
a to record it into transaction log.
Timestamp xsd:string No The timestamp generated by the third party.
3.7 Caller structure
Element name | Element type | Optional Description
CallerType xsd:integer No Indicates the type of the caller:
2-APICaller
3-Other(Reserved)
ThirdPartylD xsd:string No The unique identifier of a third party system defined in MM. It indicates
the third party which initiates the request. Max length is 20
Password xsd:string Yes This security credential of the ThirdPartyID defined in MM. If the
password feature for third party is used in MM, then this parameter must
be presented in the request message.
CheckSum xsd:string Yes Currently it is unused. It is reserved for API security.
ResultURL xsd:string Yes It indicates the destination URL where Broker should send the result
message to.

10
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3.8 Initiator structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the initiator. The value of this parameter
must be a valid identifier type supported by MM.

Identifier xsd:string No It indicates the identifier of the initiator. Its value must match the inputted
value of the parameter IdentifierType.

SecurityCrede | xsd:string No It indicates the security credential of the initiator. Its value must match

ntial the inputted value of the parameter IdentifierType.

ShortCode xsd:string No When the initiator is an organization operator, this parameter must be
present in the request to indicate which organization the operator
belongs to.

If the initiator is not an organization operator, this parameter should not
be present.

3.8.1 Password Encryption

The Caller will be required to confirm its authority to act on behalf of the Initiator (in other
words, a specific B2C organisation) by presenting the user name and password for the
Initiator, the latter encrypted with the public key from an X509 certificate issued to the
Initiator specifically for this purpose.

The following algorithm must be followed by the Initiator to encrypt passwords:

First, create the block of data to be encrypted:

®  Write the unencrypted password value.

® Then, encrypt the block of data created in step 1 with the public portion of the password key certificate.

Use the RSA algorithm, and use PKCS #1.5 padding (not OAEP), and add the result to the encrypted stream

— this becomes the encrypted password which is submitted via the API.

® Convert the resulting encrypted byte array into a string using base64 encoding. Present this base64

encoded string in the API request as the initiator SecurityCredential value.

11
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3.9 PrimaryParty structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the primary party. The value of this
parameter must be a valid identifier type supported by MM and must
match the inputted value of the parameter IdentityType.

Identifier xsd:string No It indicates a parameter value.

ShortCode xsd:string Yes It is reserved

3.10 ReceiverParty structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the recipient party. The value of this
parameter must be a valid identifier type supported by MM.

Identifier xsd:string No It indicates the identifier of the recipient party. Its value must match the
inputted value of the parameter IdentifierType.

ShortCode xsd:string Yes When the receiver party is an organization operator or a Till, this

parameter must be present in the request to indicate which organization
the receiver party belongs to.

If the receiver party is not an organization operator or a Till, this
parameter should not be present.

3.11 AccessDevice structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the access device.

Identifier xsd:string No It indicates the identifier of the access device. Its value must match
the inputted value of parameter IdentifierType

3.12 Identity structure
Element Element | Optional Description
name type

Caller Caller No It indicates the third party which initiates the request

Initiator Initiator No It indicates the identity who makes the request

PrimaryParty PrimaryParty Yes If business operation/action, this element is not present; if
transaction, this can be either the debit party or the credit party
according to the transaction type.

ReceiverParty | ReceiverParty | Yes If business operation/action, this is the affected party; if
transaction, it is the opposite party to the PrimaryParty

AccessDevice | AccessDevice | Yes It indicates the access device which the initiator uses to initiate the
request.

3.13 Request structure

Element name | Element type | Optional Description

Transaction Transaction No It indicates a transaction.

Identity Identity No This section is used to specify all identities involved in the request

KeyOwner xsd:integer No It indicates which Key is used to encrypt the elements

Initator.SecurityCredential and the EncryptedParameters.
Its value are enumerated as follows:

1:the API Caller's Key

2:the Initiator's Key

12
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3.14 Response structure

Element | Element type | Optional Description
name

ResponseCod | xsd:string No It indicates whether MM accepts the request or not.
e
ResponseDesc | xsd:string Yes Its value is a description for the parameter ResultCode.
Conversationl xsd:string Yes The unique identifier generated by M-Pesa for the request
D message.
OriginatorConv | xsd:string Yes The unique identifier generated by the third party for the request
ersationID message.
ServiceStatus | xsd: integer Yes It indicates the MM service status.

3.15 ResultParameters structure

Element name | Element type Optional Description

ResultParamet | ParameterType | Yes It is used to carry specific parameters for specific transaction or

er [0...unbounded business operation.

]
3.16 Result structure
Element name | Element type | Optiona Description
|

ResultType xsd:integer Yes 0: completed 1: waiting for further messages

ResultCode xsd:string No It indicates whether MM processes the request successfully or not.
Max length is 10

ResultDesc xsd:string Yes Its value is a description for the parameter ResultCode.Max length is
1024

OriginatorConv | xsd:string Yes The unique identifier of the request message generated by third

ersationID party. Its value comes from the request message.

Conversationl xsd:string Yes The unique identifier generated by MM for a request

D

TransactionlD | xsd:string Yes It's only for transaction. When the request is a transaction request,
MM will generate a unique identifier for the transaction.

ResultParamet | ResultParamet | Yes It is used to carry specific parameters for specific transaction or

ers ers business operation.

ReferenceData | ReferenceData | Yes It comes from the request message

3.17 Result code

13
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0 Success ApiResult
1 Insufficient Funds ApiResult
2 Less Than Minimum Transaction Value ApiResult
3 More Than Maximum Transaction Value ApiResult
4 Would Exceed Daily Transfer Limit ApiResult
5 Would Exceed Minimum Balance ApiResult
6 Unresolved Primary Party ApiResult
7 Unresolved Receiver Party ApiResult
8 Would Exceed Maxiumum Balance ApiResult
11 Debit Account Invalid ApiResult
12 Credit Account Invaliud ApiResult
13 Unresolved Debit Account ApiResult
14 Unresolved Credit Account ApiResult
15 Duplicate Detected ApiResult
17 Internal Failure ApiResult
18 Initiator Credential Check Failure ApiResult
19 Message Sequencing Failure ApiResult
20 Unresolved Initiator ApiResult
21 Initiator to Primary Party Permission Failure ApiResult
22 Initiator to Receiver Party Permission Failure ApiResult
23 Request schema validation error ApiResponse
24 MissingRequestParameters ApiResponse
25 InvalidRequestParameters ApiResponse
26 SystemTooBusy ApiResponse
0 Success ApiResponse
100000000 | Request was cached, waiting for resending ApiResponse
100000001 | The system is overload ApiResponse
100000002 | Throttling error ApiResponse
100000003 | Exceed the limitation of the LICENSE ApiResponse
100000004 | Internal Server Error ApiResponse
100000005 | Invalid input value:%1 ApiResponse
%1 indicates the parameter’s name.
100000006 | SP’s status is abnormal ApiResponse
100000007 | Authentication failed ApiResponse
100000008 | Service’s status is abnormal ApiResponse
100000009 | API’s status is abnormal ApiResponse
100000010 | Insufficient permissions ApiResponse
100000011 | Exceed the limitation of request rate ApiResponse
100000012 | Insufficient balance ApiResponse
100000013 | No route ApiResponse
100000014 | Missing mandatory parameter:%1 ApiResponse
%1 indicates the parameter’s name.
28 InitiatorAllowedOperationCheckFailure ApiResult
29 InvalidCommand ApiResult
30 ErrorSerializingRequest ApiResponse
31 InitiatorNotSpecified ApiResult
32 ErrorSerializingRequest ApiResult
33 PrimaryPartyNotSpecified ApiResult
34 PrimaryPartyldentifierinvalid ApiResult
35 ReceiverPartyNotSpecified ApiResult
36 ReceiverPartyldentifierinvalid ApiResult
37 MissingApiCommand ApiResult
38 InvalidConversationld ApiResult
39 UnknownConversationld ApiResult

14
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40 InvalidParameterDefinition ApiResult
41 DuplicateConversationDetected ApiResult
42 DuplicateStageMessageDetected ApiResult
43 AwaitingConfirmation ApiResult
44 InitiatorToReceiverPartyPermissionFailure ApiResult
45 InternalErrorDuringFinancialTransaction ApiResult
46 ConfirmationReceived ApiResult
47 RejectionReceived ApiResult
48 OperationPermissionFailure ApiResult
49 NoTransactionFound ApiResult
50 InitiatorOrgldentityStatusFailure ApiResult
51 DebitChargeAccountinvalid ApiResult
52 WouldExceedMaximumSingleAirtimePurchase ApiResult

The following table lists result codes and result descriptions which are provided to the caller.
These may be commincated either in the synchronous ApiResponse message, or in the
asynchronous ApiResult message.

0 Success

This is indicated for both ApiResponse and ApiResult messages. An ApiResponse value of 0 indicates
that the request has passed basic validation tests and been passed on to the core system for further
processing. An ApiResult value of 0 means that the requested financial transaction has been completed
successfully. In case of multi staged transaction the response code will be 43 for initiation stage and 46
for confirmation.

InsufficientFunds

Typically indicates that the primary party does not have enough money to complete the requested
financial transaction. In the case of the B2C API, this means that the business organisation does not
have enough money in its utility account.

15
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This is returned by the ApiResult and represented internally as a transaction reason.

LessThanMinimumTransactionValue
MoreThanMaximumTransactionValue

Each of these potential failures derive from the rules which govern MPesa financial transactions. In the
case of the B2C API, these are taken from DefaultBusinessUtilityAccount rules, which specify a lower
bound of 10 KE shillings and an upper bound of 70000. For promotion payments and salary payments
to unregistered users, the upper limit is lower: 35000. Likewise, the lower bound for these 2
transactions is also different: 101 rather than 10.

These are both returned by the ApiResult and represented internally as a transaction reason.

WouldExceedDailyTransferLimit

This is a limit on daily activity. For the business organisation, this is very high: 100000000 KE shillings.
It is much more likely that this rule will apply to the customer, where the limit is 140000 KE shillings.

This is returned by the ApiResult and represented internally as a transaction reason.

5

11
12

WouldExceedMinimumBalance

This rule is rather confusingly named — it actually means that a transaction would bring the business
organisations utility account bellow the required minimum — which is currently 0.

This is returned by the ApiResult and represented internally as a transaction reason. It is computed
during execution of the financial transaction.

UnresolvedPrimaryParty
UnresolvedReceiverParty

The primary party or receiver party cannot be associated with an MPesa identity. For transactions (such
as promotion payment and salary payment) which are supported for unregistered users, the unresolved
receiver party rule is not applied.

These are returned in the ApiResult and checked before the linked financial transaction is created.
WouldExceedMaximumBalance

For the B2C API, this applies to the recipient MMF customer — the limit here is 100,000 KE shillings.
This is returned by the ApiResult and represented internally as a transaction reason. It is computed

during execution of the financial transaction.

LessThanMinAirtimeValue
MoreThanMaxAirtimeValue

Neither of these apply to B2C API operations.

DebitAccountInvalid
CreditAccountInvalid

16
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13
14

15

16

17

18

19

20

21

22

23

UnresolvedDebitAccount
UnresolvedCreditAccount

These are all existing failure transaction reasons for B2C financial transactions — they would be issued to
the caller in the ApiResult message. The latter 2 in particular are unlikely to occur, as the request would
be rejected by Core API specific checks before the request reached the accounting engine.

DuplicateDetected

Currently, any requests which presents an originator conversation id which has been seen before will be
rejected. This rule will need to be reconsidered in contexts which require multi-stage conversations or
multiple Callers. This check (along with the message expiry check) is the first thing done by the
transaction processor when handling an API request. The outcome is reported in the ApiResult message.

PayUtilityInvalidAccountNumberFormat

Does not apply to the B2C API operations.

InternalFailure

A catch all for failures which are not identified more specifically — this can occur in either the
ApiResponse or ApiResult — although the intent is to replace any such error with a more precise message.

InitiatorCredential CheckFailure

The password check for the initiator failed, either because the presented password is wrong, or something
has gone wrong in the encryption or decryption steps. This is issued in the ApiResult before the creation
of a financial transaction.

ApiRequestMessageExpiryFailure

Initiators have the option to specify a request timestamp. If the gap between this value and the time at
which the message is received by the transaction processor is too great, then the request is rejected. The
specific interval is configured separately for each API operation (and indeed, for each API operation
stage). This is the first check performed on an API request arriving at the transaction processor, and as
such is included in the ApiResult message.

UnresolvedInitiator
The initiator username presented with the request cannot be found. This is included in the ApiResult.

InitiatorToPrimaryPartyPermissionFailure

The initiator presented does not have the right to issue requests for the specified primary party (as
established during creation of the initiator on the admin web site). The is part of the ApiResult, and
computed prior to issuing a financial transaction.

InitiatorStatusCheckFailure

The presented initiator username can be received, but the initiator is not currently active. This fact is
returned in the ApiResult.

RequestSchemaValidationError

17
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24

25

26

28

29

30

31

32

33
34
35
36

37

Incoming API requests are validated against the schema defined in CPSInterface Request.xsd. This is
part of the ApiResponse message — the details of the validation error are included in the response.

MissingRequestParameters

Required input parameters are defined for each type of API operation. If these are missing, then this is
issued in the ApiResult message. The names of the missing parameters are included in the result
parameters field.

InvalidRequestParameters

If all required parameters are presented, then validation checks are performed. Specifically, the
parameter is checked to see if it can be converted to the intended type, and then checked against (optional)
configuration regular expression based validation rules. For the B2C API, only the type check (i.e the
amount specified is a valid decimal) is performed. Failures are indicated in the ApiResult message, with
the details included in the result parameters.

SystemTooBusy

Included in the ApiResponse message if a traffic blocking condition is in place. See section 5.1 for more
detail.

Initiator AllowedOperationCheckFailure

Upon creation, initiators are assigned permissions for specific API operations — if the operation specified
in the request message is not included in this list, then this ApiResult message is received.

InvalidCommand
The command specified in the request is not defined — this is part of the ApiResult.
ErrorSerializingRequest

After XML schema validation, the API attempts to convert the XML request into an internal ApiRequest
object — any failures result in this ApiResponse message. The details of the exception are included.

InitiatorNotSpecified

The initiator username is not specified, or not specified in a way that can be parsed.

ErrorSerializingRequest

The presented identifier for the initiator is not a username.

PrimaryPartyNotSpecified
PrimaryPartyldentifierInvalid
ReceiverPartyNotSpecified
ReceiverPartyldentifierInvalid

In all these case, one of the API parties is either missing from the request, or has been presented with the
wrong identifier type., This kind of failure is indicated in the ApiResult message.,

MissingApiCommand
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40

41

42

43

44

45
46

47

48

49

50

51

52

No command is included in the request — in general this problem should be captured by the XML schema
validation, but if it is not this ApiResult message is issued.

InvalidConversationld
UnknownConversationld

Not currently checked for — this will take place for multi-stage conversations.

InvalidParameterDefinition

Not been used.

DuplicateConversationDetected

If the originatorconversationid is be reused again, the request will end up with duplicate error code. The
request should have a unique originatorconversationid for every new apirequest.
DuplicateStageMessageDetected

If the stage name is requested twice it will end up with duplicate stage. Though the occurance of this
would be very rare.

AwaitingConfirmation

It is applicable for multi stage transaction. Once the first stage of the transaction is set to authorised with
will set the result code as AwaitingConfirmation to convey the initiator to initiate the confirmation stage.
InitiatorToReceiverPartyPermissionFailure

The initiator presented does not have the right to issue requests for the specified receiver party (as
established during creation of the initiator on the admin web site). The is part of the ApiResult, and
computed prior to issuing a financial transaction.

InternalErrorDuringFinancialTransaction

ConfirmationReceived

It is applicable for the multi stage transaction. The result code is send once the confirmation stage is
processed successfully to confirm the financial transaction.

RejectionReceived

It is applicable for the multi stage transaction. The result code is send once the confirmation stage is
processed successfully to cancel the financial transaction

OperationPermissionFailure

For transaction status query if the initiator presented was not the part of the original transaction or linked
to the respective parties within the original request a transaction access permission failure result is send
out. For balance query if the initiator is not linked to the request organisation shortcode it will return the
same result code. As the validation is common the result code will be shared by both the request.
NoTransactionFound

For transaction status query is the request transaction parameter is not found in the system it will send the
transaction not found result code.

InitiatorOrgldentityStatusFailure

The result code is returned if the organisation status is closed.

DebitChargeAccountInvalid

If the Airtime purchase account is set to inactive state the corresponding transaction will return an invalid
debit charge account failure.

WouldExceedMaximumSingleAirtimePurchase

If transaction amount exceeds the maximum amount configured for single request it will fail the
transaction for rule failure.
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4 Web Service Interface Definition

4.1 Interface: RequestMgrPortType

4.1.1 Operation: GenericAPIRequest

The 3™ party invokes this operation to send a B2C request
4.1.1.1 Message Header: RequestSOAPHeader

Element name | Element type | Optional Description

spld xsd: string No SP ID.
This is the Service Provider Identifier that is allocated by the Broker to
the 3" party.
[Example] 000201

spPassword xsd: string Yes This is an encrypted form of the SP password issued to an SP when an
account is created on the Broker.
The encrypted password is a Base64 encoded string of the SHA-256
hash of the concatenation of the spld, password and the timeStamp as
illustrated below:
Given the following parameters
spld: 601399
password: spPassword
timestamp: 20130702212854
spPassword = BASE64(SHA-256(spld + Password + timeStamp)) e.g.
spPassword =
BASEG64(SHA-256(601399spPassword20130702212854)
[Example]
e6434ef249df55c7a21a0b45758a39bb

serviceld xsd: string Yes Service ID.
This is the Service Identifier that is allocated by the Broker for every
service created.
[Example]
3500001000012
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Element name

Element type

Optional

Description

Timestamp

xsd: string

Yes

Time stamp (UTC time).
The value is required during SHA-256 encryption for spPassword.

NOTE

If the spPassword parameter must be set, this parameter is
mandatory.

[Format]
yyyyMMddHHmMmss
[Example]
20100731064245

4.1.1.2 Input Message: RequestMsg

Element name [ Element type [ Optional Description
RequestMsg xsd: string No Request Message from 3™ party. Its value should be an instance of
Request Type and a CDATA
Note:

1. If there is no configuration for notification URL on Broker side, which indicates the callback url for
accepting notification of GenericAPIResult, the ResultURL parameter inside Identity tag must present.

2. If there is no configuration for notification URL on Broker side, which indicates the callback url for
accepting notification of cached requests expired, the 31 party must add a key-pair parameter into
ReferenceData and the key is QueueTimeoutURL.

4.1.1.3 Output Message: ResponseMsg

Element name

Element type

Optional

Description

ResponseMsg

xsd: string

No

Response return to 31 party. Its value should be an instance of
Response Type and a CDATA.
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4.2 Interface: ResultMgrPortType

4.2.1 Operation: GenericAPIResult

This operation must be implemented by a Web Service at the 3rd party side if it requires notification of the
final result for B2C request. It will be invoked by Broker to notify the 31 party once Broker received the
notification from CoreAPI.

4.2.1.1 Input Message: ResultMsg

Element name | Element type | Optional Description

ResultMsg xsd: string No Request Message from Broker. Its value should be a instance
of Result Type and a CDATA.

4.2.1.2 Output Message: ResponseMsg

Element name | Element type | Optional Description

ResponseMsg | xsd: string No Response return to Broker. Its value should be a instance of
Response Type and a CDATA.

4.2.1.3 Response Codes

ResponseCode ResponseDesc
000000000 Success

200000001 The system is overload
200000002 Throttling error
200000003 Internal Server Error

The parameters in the Result/ResultParameters element are listed below:

The ResultParameters will change to this on April 2015.

Parameter Data Mandatory | Description Example
Type or
Optional
TransactionReceipt xs:string | Mandatory Unique transaction ID for the 1234560
payment transaction. 2(1)00070
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Parameter Data Mandatory | Description Example
Type or
Optional

TransactionAmount | XS:string | Mandatory 2 fixed point decimal amount 1
of the transaction 0

0

2

2

TransactionComplet | XS:string | Mandatory The time when the financial 2
edDateTime transaction was completed, 2
as recorded in the M-Pesa .

system. 0

3

Format: )

dd.mm.yyyy HH:MM:SS S

1

2

1

2

2

0

2

0
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Parameter Data Mandatory | Description Example
Type or
Optional
ReceiverPartyPubli xs:string | Mandatory Public name of the customer 2
cName who has been issued the 5
money. 4
7
Format: <MSISDN>-<First 7
Name> <Last Name> 8
For unregister customer, the 8
<First Name> <Last Name> 6
will be blank. g
5
3
8
6
8
K
i
p
K
e
i
n
)
B2CWorkingAccou | XSistring | Mandatory 2 fixed point decimal amount 9
ntAvailableFunds of the Available Balance of 9
the organization’s Working 9
Account. 9
Note: the exact Account ]
Type will depend on the 8
configuration.
B2CUtilityAccount | XS:string | Mandatory 2 fixed point decimal amount 9
AvailableFunds of the Available Balance of 9
the organization’s Utility 9
Account, which is the debit 9
account of the principle .
transaction. 8
8

Note: the exact Account
Type will depend on the
configuration.
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Parameter Data Mandatory | Description Example
Type or
Optional

B2CChargesPaidAc | Xsistring | Mandatory 2 fixed point decimal amount | 9999.88
countAvailableFund of the Available Balance of
S the organization’s Charge

Paid Account, which is debit

account of the charge.

Note: the exact Account

Type will depend on the

configuration.
B2CRecipientlsReg | XS:string | Mandatory Indicate if the recipient is an
isteredCustomer existing Mobile Money

customer, or an unregistered
customer.

Format: Y or N

Note: This field is not filled
by the G1 platform, but it
will be filled by the G2
platform.
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4.3 Interface: QueueTimeoutNotificationPort

4.3.1 Operation: notifyQueueTimeout

This operation must be implemented by a Web Service at the 3rd party side if it requires notification of
cached B2C requests are expired. It will be invoked by Broker to notify the 3" party once cached B2C
requests are expired.

4.3.1.1 Input Message: notifyQueueTimeout

Element Element type | Optiona Description
name |
originatorCon | xsd:string originatorConversationID from the request sent by the 31 party
versationlD
originRequest | xsd:string No Original request without SOAP Header sent by 3 party. Its value
is encoded with base64, when the 3rd party receive the request, it
should decode it.
extensionInfo | Parameters Yes Extended parameters.
4.3.1.2 Output Message: notifyQueueTimeoutResponse
Element | Element type | Optional Description
name
result Result No
extensio | Parameters Yes Extended parameters.
nlnfo
4.3.1.3 Response Code
ResponseCode ResponseDesc
000000000 Success
000000001 Failed
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4.4

441

Operation: queryTransaction

Interface: QueryTransactionPort

The 3™ party invokes this operation to query transaction information..
party p query

4.3.1.1 Message Header: RequestSOAPHeader

Element
name

Element type

Optional

Description

spld

xsd: string

No

SP ID.

It’s allocated by the Broker to the 31 party.
[Example]

000201

spPassword

xsd: string

Yes

Encrypted authentication password for partners to access the
Broker.

The value is a character string encrypted from spld + Password +
timeStamp by SHA-256. The encryption formula is as follows:
spPassword =BASE64(SHA-256(spld + Password + timeStamp))

In the preceding formula:
timeStamp: value of timeStamp.

Password: authentication password for 3" parties to access the
Broker. The value is allocated by the Broker.

NOTE

The authentication modes include SPID&Password, SPID&IP&Password, and
SPID&IP. When the authentication mode is SPID&Password or
SPID&IP&Password, this parameter is mandatory.

[Example]
e6434ef249df55¢c7a21a0b45758a39bb

serviceld

xsd: string

Yes

Service ID.

The value is allocated by the Broker to the 31 party.
[Example]

3500001000012

timeStamp

xsd: string

Yes

Time stamp (UTC time).
The value is required during SHA-256 encryption for spPassword.

NOTE
If the spPassword parameter must be set, this parameter is mandatory.

[Format]
yyyyMMddHHmmss
[Example]
20100731064245
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4.3.1.2 Input Message: queryTransaction

Element Element type | Optional Description
name
originatorCon | xsd:string The unique identifier of the request message generated by third
versationlD party. It is used to identify a request between the third party and
MM. Max length is 128
extensionInfo | Parameters Yes Extended parameters.
Table 1-1 extensionInfo Description
Parameter Optional | Type Description
queryDate Yes String(20) The date of the original conversation.
Format is yyyyMMddHHmmss, for
example: 20131230134412
Note:
If this parameter does not present, it will
cost more time to get the result.
4.3.1.3 Output Message: queryTransactionResponse
Element Element type | Optional Description
name
result Response No
submitApiRe | xsd:string[0-u | Y Requests sent by the 3™ party. Its value is the requests sent by the
questList nbounded] 31 party with base64 encoded.
submitApiRes | xsd:string[0-u | Y Responses returned from the Broker. Its value is the responses
ponseList nbounded] returned from the Broker with base64 encoded.
submitApiRes | xsd:string[0-u | Y Results sent to the 3" party. Its value is the requests sent by the
ultList nbounded] Broker with base64 encoded.
queueTimeOu | xsd:string[0-u | Y QueueTimeout requests sent to the 3™ party. Its value is the
tList nbounded] requests sent by the Broker with base64 encoded.
extensionInfo | Parameters Yes Extended parameters.
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4.3.1.4 Response Codes

ResponseCode ResponseDesc
000000000 Success
100000001 The system is overload
100000002 Throttling error
100000003 Exceed the limitation of the LICENSE
100000004 Internal Server Error
100000005 Invalid input value:%]1

%71 indicates the parameter’s name.
100000006 SP’s status is abnormal
100000007 Authentication failed
100000008 Service’s status is abnormal
100000010 Insufficient permissions
100000014 Missing mandatory parameter:%1

%1 indicates the parameter’s name.

4.5 Interface: Management

4.5.1 Operation: changePassword

The 3" party invokes this operation to change his password.
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Input Message: changePassword

Element
name

Element type

Optional

Description

spld

xsd: string

No

SP ID.

It’s allocated by the SAG to the 3" party.
[Example]

000201

spPassword

xsd: string

Yes

Encrypted authentication password for
partners to access the SAG.

The value is a character string encrypted
from spld + Password + timeStamp by
SHA-256. The encryption formula is as
follows: spPassword
=BASE64(SHA-256(spld + Password +
timeStamp))

In the preceding formula:
timeStamp: value of timeStamp.

Password: authentication password for
31 parties to access the SAG. The value
is allocated by the SAG.

NOTE

The authentication modes include
SPID&Password, SPID&IP&Password, and
SPID&IP. When the authentication mode is
SPID&Password or SPID&IP&Password,
this parameter is mandatory.

[Example]
e6434ef249df55¢c7a21a0b45758a39bb

timeStamp

xsd: string

Yes

Time stamp (UTC time).

The value is required during SHA-256
encryption for spPassword.

NOTE

If the spPassword parameter must be set,
this parameter is mandatory.

[Format]
yyyyMMddHHmmss
[Example]
20100731064245
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Element
name

Element type

Optional

Description

newPassword

xsd:string

No

New authentication password for 3™
parties to access the SAG. It should be
encrypted by AES-256 and encoded with
base64. Shared key and will be allocated
by the SAG.

For example:

New password is |QAZ2wsx,
Security key is AAAabcdefghijklm,
Vector is abcdefghijklmnop

BASE64(AES(!QAZ2wsx,
AAAabcdefghijklm, abedefghijklmnop))
is wi2a7BAHOQPd2LRdmcgCw==

SP should fill
wi2a7BAHOQPd2LRdmcgCOw== as
newPassword

extensionInfo

Parameters

Yes

Extended parameters.

Output Message: changePasswordResponse

Element Element type | Optional | Description

name

result Result No Result.

extensionInfo Parameters Yes Extended parameters.
Response Code

ResponseCode ResponseDesc

000000000 Success

100000001 The system is overload

100000002 Throttling error

100000003 Exceed the limitation of the LICENSE

100000004 Internal Server Error

100000005 Invalid input value:%1

%1 indicates the parameter’s name.
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ResponseCode ResponseDesc

100000006 SP’s status is abnormal

100000007 Authentication failed

100000014 Missing mandatory parameter:%1
%1 indicates the parameter’s name.

32




PROJECT NAME: M-PESA D J

DocCUMENT NAME: B2C API SPECIFICATION VERSION: 1.5

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 7" OCTOBER 2014

5 Example
5.1 GenericAPIRequest

5.1.1 The 3rd party send B2C request to the Broker

Examplel: Request with ResultURL and QueueTimeoutURL
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Example2: Request without ResultURL and QueueTimeoutURL




PROJECT NAME: M-PESA

DocCUMENT NAME: B2C API SPECIFICATION VERSION: 1.5
COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 7" OCTOBER 2014




PROJECT NAME: M-PESA

DocCUMENT NAME: B2C API SPECIFICATION VERSION: 1.5
COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 7" OCTOBER 2014




PROJECT NAME: M-PESA Yy

DocCUMENT NAME: B2C API SPECIFICATION VERSION: 1.5

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 7" OCTOBER 2014

5.1.2 The Broker return response to the 3rd party

Examplel: Forward CoreAPI response to the 3 party

Example2: Error response caused by authentication failed.
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Example3: Error response caused by waiting for resending.
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5.2 GenericAPIResult

5.2.1 The Broker send notification to the 3rd party
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5.2.2 The 3rd party return response to the Broker

Examplel: Success response

Example2: Error response

5.3 notifyQueueTimeout

5.3.1 The Broker send notification to the 3rd party
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<soapenv:Body>
<loc:notifyQueueTimeout>

<loc:originatorConversationID>OriginatorConversationID0</loc:originatorConversation|D>

<loc:originRequest>PHNvYXBIbnY6RW52ZWxvcGUgeG1sbnM6c29hcGVudj0iaHROcDovL3NjaGVtY XMueG 1sc29hcC5v
cmevc29hcC9lbnZIbG9wZS8ilHhtbG5zO0nJIcTOiaHROcDovL2FwaS12MS5nZW4ubWO0udm9OkYW2Zv
bmUuY29tL21taW50ZXJmYWNIL3JIcXVIc3QiPgoglCA8c29hcGVudjpCb2R5PgoglCAgICA8cmVx
OlJIcXVIc3RNc2c+PCFbQORBVEFbPD94bWwgdmVyc2Ivbj0iMS4wliBIbmNvZGluZz0iVVRGLTgi
Pz4KPHJIcXVIc3QgeG 1sbnM9Imh0dHABLY9IhcGktdjEuZ2VuLm1tLnZvZGFmb25ILmNvbS9tbWiu
dGVyZmFjZS9yZXF1ZXNOIj4KICAgIDxUcmFuc2FjdGIvbj4KICAgICAGICA8Q29tbWFUZEIEPKNV
bW1hbmRJRDABLONvbW1hbmRJRD4KICAgICAgICA8TGFuZ3VhZ2VDb2RIPkxhbmd1YWdIQ29kZTA8
LOxhbmd1YWdIQ29kZT4KICAgICAgICA8T3JpZ2luYXRvckNvbnZlcnNhdGlvbkIEPk9yaWdpbmFO
b3JDb252ZXJzYXRpb25JRDA8L09yaWdpbmF0b3JDb252ZXJzYXRpb25JRD4KICAgICAgICA8Q29u
dmVyc2F0aW9uSUQ+Q29udmVyc2F0aW9uSUQwPC9Db2527XJzYXRpb25JRD4KICAgICAgICA8UmMVt
YXJrPlJIbWFyazA8L 1JIbWFyaz4KICAgICAgICABRWS5jcniwdGVkUGFyYW11dGVycz5FbmNyeXB0
ZWRQYXJhbWV0ZXJzMDwvRWS5jcnlwdGVKUGFyYW1IdGVycz4KICAgICAgICABUGFYYW1ldGVycz4K
ICAgICAgICAgGICAGPFBhcmFtZXRIcj4KICAQICAGICAgGICAGICAGIDXLZXk+S2V5MDwvS2V5Pgog
ICAgICAgICAgICAGICAGPFZhbHVIPIZhbHVIMDwWvWmFsdWU+CiAgICAgICAGICAGIDWVUGFy YW1l
dGVyPgogICAgICAgICAGICABUGFyYW1IdGVyPgoglCAgICAgICAgICAGICAGPEe T5LZXkxPCIL
ZXk+CiAgICAgICAgICAgICAgICABVmMFsdWU+VmFsdWUxPCOWYWx1ZT4KICAgICAgICAgICAgPCIQ
YXJhbWV0ZXI+CiAgICAgICAgPCIQY XJhbWV0ZXJzPgoglCAgICAgIDxSZWZlcmVuY2VEYXRhPgog
ICAgICAgICAgICABUMVYmMZXJIbmNISXRIbT4KICAgICAgICAgICAgICAgIDXLZXk+UXVIdWVUaW1I
b3VOVVJIMPCILZXk+CiAgICAgICAgICAgICAgICA8VMFsdWU+VmFsdWUyPCOWYWx1ZT4KICAgICAg
ICAgICAgPC9SZWZIcmVuY2VJdGVtPgoglCAgICAgICAgICABUMVmZXJIbmNISXRIbT4KICAgICAg
ICAgICAgICAgIDxLZXk+S2V5MzwvS2V5PgoglCAgICAgICAgICAgICAgPFZhbHVIPIZhbHVIMzwv
VmFsdWU+CiAgICAgICAgICAgIDwvUmMVmZXJIbmNISXRIbT4KICAgICAgICABL1JIZmVyZW5jZURh
dGE+CiAgICAgICAgPFRpbWVzdGFtcD4KICAgICAgICA8L1RpbWVzdGFtcD4KICAgIDwvVHJIhbnNh
Y3Rpb24+CiAgICA8SWRIbnRpdHk+CiAgICAgICAGPENhbGXxICj4KICAGICAGICAGICAGPENhbGXI
cIR5cGU+MDwvQ2FsbGVyVHIwZT4KICAgICAgICAgICAgPFRoaXJkUGFydHIJRD5UaGlyZFBhcnR5
SUQwPC9UaGlyZFBhcnR5SUQ+CiAgICAgICAgICAgIDxQYXNzd29yZD5QYXNzd29yZDA8BL1Bhc3N3
b3JkPgoglCAgICAGICAGICABQ2hIY2tTdWO+Q2hIY 2tTdWOwWPC9IDaGVja1N1bT4KICAGICAgICAg

ICAgPFJIc3VsdFVSTD5SZXN1bHRVUkwwPC9SZXN1bHRVUkw+CiAgICAgICAgPCIDYWxsZXI+CiAg
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5.3.2 The 3rd party return response to the Broker

Examplel: Success response
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Example2: Error response

5.4 queryTransaction

5.4.1 The 3rd party sends query request to the Broker
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5.4.2 The Broker return response to the 3rd party

Examplel: Success response




PROJECT NAME: M-PESA )
(CL

DocCUMENT NAME: B2C API SPECIFICATION VERSION: 1.5

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 7" OCTOBER 2014

EFUQVs8P3htbCB2ZXJzaW9uPScnMS4wJycgZW5jb2Rpbmc9JydVVEYtOCcnPz48cmVxdWVzdCB4bWxuczOnJ2hOdHAGBLY9hcGktdjEu
Z2\VuLm1tLnZvZGFmb25ILmNvbS9tbWIudGVyZmFjZS9yZXF1ZXN0Jyc+CjxUcmFuc2FjdGIvbj4KCTxDb21tYW5kSUQ+U2FsYXJ5UGF5
bWVudDwvQ29tbWFuZEIEPgoJPExhbmd1YWdIQ29kZT4wPCOMYW5ndWFnZUNvZGU+Cgk8T3JpZ2luY XRvckNvbnZlcnNhdGIvbkIEPII
5STEtMDAwWMCOO0M;jI1LWc2NDE 1MzwvT3JpZ2luY XRvckNvbnZlcnNhdGIvbklIEPgoJPENvbnZlcnNhdGlvbkIEPjwvQ29udmVyc2F0aW9uS
UQ+Cgk8UmVtYXJrPjA8L1JIbWFyaz4KCTxFbmNyeXBOZWRQYXJhbWV0ZXJzPkVuY3J5cHRIZFBhcmFtZXRlcnMwPCO9FbmNyeXB0Z
WRQYXJhbWV0ZXJzPgo8UGFyYW1IdGVycz48UGFyYW1IdGVyPgoJPEtleT5BbW91bnQ8LOtle TAKCTXWYWx1ZT43MC4wMDwvVmFs
dWU+CjwvUGFyYW1ldGVyPgoKICAgICAgICAgICAgCgo8L1BhcmFtZXRIcnM+CjxSZWZlcmVuY2VEYXRhPgoJPFJIZmVyZW5jZUI0ZWO0
+CgkJPEtleTSRAWV1ZVRpbWVvdXRVUkw8LO0tleTAKCQk8VmFsdWU+aHROcDovLzEWL|Y2LjQ5LjlwMTo40Tg5LzwvVmFsdWU+Cgk8L
1J1IZmVyZWS5jZUI0ZW0+PC9SZWZIcmVuY2VEYXRhPgoJPFRpbWVzdGFtcD4yMDEOLTAS5LTI3VDEyYOjUzOJE5LJAWMDA1MjFaPC9Ua
W1lc3RhbXA+CjwvVHJhbnNhY3Rpb24+CjxJZGVudGl0e T4AKCTxDYWxsZXI+CgkJPENhbGxIcIR5cGU+MjwvQ2FsbGVyVHIwWZT4KCQk8
VGhpcmRQYXJ0eUIEPjg50DkOMTwvVGhpcmRQYXJ0eUIEPgoJCTxQYXNzd29yZD5QY XNzd29yZDAS8L 1Bhc3N3b3JkPgoJCTxDaGVja
1N1bT5DaGVja1N1bTA8LONoZWNrU3VtPgoJCTxSZXN1bHRVUkw+aHROcDovLzEwLjY2LjQ5LjlwMTo4MDk3LzwvUmVzdWx0VVJMPg
0JPCIDYWxsZXI+Cgk8SW5pdGlhdG9yPgoJCTxJZGVudGImaWVyVHIWZT4xMTwvSWRIbnRpZmllcIR5cGU+CgkJPEIkZW50aWZpZX|+
YjJjMmI8LOIkZW50aWZpZXI+CgkJPFNIY3VyaXR5Q3JIZGVudGlhbD5iSkpiQOEOUVQVVzdwVIQ5ZyszZGNOalFJRIUyb2pTVVZIcXo1WV
VCK3VVcDY2RDIVaGpgWnNoWEp5KzItRGVTcFJuRVFiczZIOHdHecmhoMjNBVnVQMi9je URXRTZ4ZmhhU2hXMOtkdFZOKOFxdWFOVW
FCZkxiNINQZ045ZWdrVWtuNGhzWFdrK250ZIk3UnNtZE 1LeTRJUkJZVGIgTXVIUGU2eUd3MTdrZUVqWKIMNCtrNG5XYTFqVnZScFBJ
NnVBRkpTWTMzcEl4dUxoMIR4K2tBcmc1STRCNEpRS09pdzJtNONQbIZVMGpodnE4eHNHY XJPSW4yQ09DakVOMOcvQnIwV3Bucks3
MStlenZoQUJoOVU4bG50MjVFdIU3cmpBVHpMd2xGOE 1nVnYra3UySERTNjJ4MFptVEtVWEgxc3JzU0JhSO0VgaVRoY2NGecmZYVEVIR
IE9PTwvU2VjdXJpdHIDcmVkZW50aWFsPgoJCTxTaG9ydENvZGU+ODk4OTQ3PC9TaG9ydENVZGU+Cgk8LOluaXRpYXRvcj4KCQk8U
HJpbWFyeVBhcnR5PgoJCQk8SWRIbnRpZmllclR5cGU+NDwvSWRIbnRpZmllclR5cGU+CgkJCTxJZGVudGImaWVyPjg5ODKONjwvSWRI
bnRpZmlicjAKCQkJPFNob3J0Q29kZT48L1Nob3J0Q29kZT4KCQk8L1ByaW1hcnlQYXJ0eT4KCTxSZWNIaXZlclBhcnR5PgoJCTxJZGVud
GImaWVyVHIWZT4xPC9JZGVudGImaWVyVHIwZT4KCQk8SWRIbnRpZmlicj4yNTQ3MDcxNjM2MDUB8LOIkZW50aWZpZXI+CgkJPFNob3
JOQ29kZT48L1Nob3J0Q29kZT4KCTwvUmVjZWI2ZXJQYXJ0eT4KCTxBY2NIc3NEZXZpY2U+CgkJPEIkZW50aWZpZXJUeXBIPjE8LOIkZ
W50aWzZpzZXJUeXBIPgoJCTxJZGVudGImaWVyPklkzZW50aWZpzZXIzPC9JZGVudGIimaWVyPgoJCTwvQWNjZXNzRGV2aWNIPjwvSWRI
bnRpdHk+CgkJPEtleU93bmVyPjE8LOtleU93bmVyPgoJPC9yZXF1ZXNOPI1dPjwvecmVxOIlJIcXVIc3RNc2c+CiAgIDwvc29hcGVudjpCb2R5
Pgo8L3NvYXBIbnY6RW52ZWxvcGU+</ns1:submitApiRequest>

<ns1:submitApiRequest>UE9TVCAvQ29yZUFwaVdlYINIcnZpY2UvR2VuzZXJpYOFwaS5zdmMgSFRUUCS8xLJENCkNvbnRIbnQtVHIWZTog
dGV4dC94bWwNCkhve3Q61Dg1LjIwNS4xNjUuMTk30jE4MjAyDQpDb25uZWN0aW9uOiBjbG9zZQOKQ29udGVudC1MZW5ndGg6IDIXN
DYNCgOKPHNvVYXBIbnY6RW52ZWxvcGUgeG1sbnM6c29hcGVudjOiaHROcDovL3NjaGVtY XMueG1sc29hcC5vemeve29hcCOlbnZIbGOwZ
S8ilHhtbG5zOnJlcTOiaHROcDovL2FwaS12MS5nZW4ubWO0udm9kYWZvbmUuY29tL21taW50ZXJmYWNIL3JIcXVIc3QiPgogl CAKICAgPH
NvYXBIbnY6Qm9ke T4KICAgICAgPHJIcTpSZXF1ZXNOTXNnPjwhWONEQVRBWzw/eG1sIHZIcnNpb249JycxLjAnJyBlbmNvZGluZzOnJ1V
URi04Jyc/PjxyZXF1ZXNOIHhtbG5zPScnaHROcDovL2FwaS12MS5nZW4ubW0udm9kYWZvbmUuY29tL21taW50ZXJmYWNIL3JIcXVIc3Q
nJz4KPFRyYW5zYWNOaW9uPgoJPENvbW1hbmRJRDS5TYWxhcnlQYXItZW50PC9Db21tYW5kSUQ+Cgk8TGFuZ3VhZ2VDb2RIPjA8LOx
hbmd1YWdIQ29kZT4KCTxPcmlinaW5hdG9yQ29udmVyc2F0aW9uSUQ+UjIUMSOWMDAWL TQyMjUtZzYOMTUzPC9PcmInaW5hdG9yQ29
udmVyc2F0aW9uSUQ+Cgk8Q29udmVyc2F0aW9uSUQ+PC9Db2527XJzYXRpb25JRD4KCTxSZW1hcms+MDwvUmVtYXJrPgoJPEVuY
3J5cHRIZFBhecmFtZXRlenM+RW5jcniwdGVKUGFyYW11dGVyczA8LOVuY 3J5cHRIZFBhecmFtZXRlcnM+CjxQYXJhbWV0ZXJzPjxQY XJhb
WV0ZXI+Cgk8S2V5PkFtb3VudDwvS2V5PgoJPFZhbHVIPjewLjAwPCOWYWx1ZT4KPCIQYXJhbWV0ZXI+CgoglCAgICAgICAgICAKCjwv
UGFyYW1IdGVycz4KPFJIZmVyZW5jZURhdGE+Cgk8UmVmZXJIbmNISXRIbT4KCQk8S2V5PIF1ZXVIVGItZW91dFVSTDwvS2V5PgoJC
TxWYWx1ZT50dHRwOi8vMTAuN;YuNDkuMjAxOjg5ODkvPCOWYWx1ZT4KCTwvUmVmZXJIbmNISXRIbT48L1JIZmVyZW5jZURhdGE+C
gk8VGItZXNOYW1wPjlwMTQtMDktMjdUMTIENTMEMTkuMDAWMDUyMVo8L 1RpbWVzdGFtcD4KPC9UcmFuc2FjdGlvbj4KPEIkZW50aX
R5PgoJPENhbGxIcj4KCQk8Q2FsbGVyVHIWZT4yPCIDYWxsZXJUeXBIPgoJCTxUaGlyZFBhcnR5SUQ+ODk40OTQxPC9UaGlyZFBhenR
5SUQ+CgkJPFBhc3N3b3JkPIBhc3N3b3JkMDwvUGFzc3dvemQ+CgkJPENoZWNrU3ViPkNoZWNrU3VIMDwvQ2hlY 2t TdW0+CgkJPFJlc
3VsdFVSTD50dHRwczovLzE5Ni4yMDEuUMJEOLjEZNjoxODMyMy9tbWIudGVyZmFjZS9yZXN1bHQ8L 1JIc3VsdFVSTD4KCTwvQ2FsbGVy
PgoJPEluaXRpYXRvcj4KCQk8SWRIbnRpZmllclR5cGU+MTE8LOIkZW50aWZpZXJUeXBIPgoJCTxJZGVudGImaWVyPmlyYzJiPC9JZGV
udGImaWVyPgoJCTxTZWN1cml0eUNyZWRIbnRpYWw+YkpKYKNBNFFUL1¢3cFZUOWcrM2RjdGpRSUZVMm9qU1VWZXFENVIVQIt1V
XA2NkQ5VWhqalpzaFhKeSs5bURIU3BSbkVRYnM2SDh3R3JoaDIzQVZ1UDIVY3IEcUU2eGZoYVNoVzNLZHRWdACtBcXVhdFVYhQmZMY
jZTUGdOOWVna1VrbjRoc1hXaytuaGZZN1JzbWRNS3k0SVJCWVRpak11ZVBINnIHdzE3a2VFalpPTDQrazRuV2ExalZ2UnBQSTZ1QUZ
KU1kzM3BJeHVMaDJUeCtrQXJnNUkKOQjRKUUtPaXcybTdDUG5WVTBqaHZxOHhzR2FyTOluMkNPQ2pFdDNHLOJyMFdwbnJLNzErSHp
2aEFCaDIVOGxuTjl1RXZVN3JqQVR6THdsRjhNZ1Z22K2t1MkhEUzYyeDBabVRLVVhIMXNyc1NCYUtFamlUaGNjRnJmWFRFa0ZRPT08

48




PROJECT NAME: M-PESA )
(CL

DocCUMENT NAME: B2C API SPECIFICATION VERSION: 1.5

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 7" OCTOBER 2014

L1NIY3VyaXR5Q3JIZGVudGlhbD4KCQk8U2hvenRDb2RIPjg50Dk0NzwvU2hvenRDb2RIPgoJPC9JbmI0aWF0b31+CgkJPFByaW1hcnlQY
XJ0eT4KCQkJPEIkZW50aWZpZXJUeXBIPjQ8LOIkZW50aWZpZXJUeXBIPgoJCQk8SWRIbnRpZmlicj440OTg5NDY8LO0IkZW50aWZpZXI+
CgkJCTxTaG9ydENVZGU+PC9TaG9ydENVZGU+CgkJPCIQcmItYXJ5UGFydHk+Cgk8UmVjZWI2ZXJQYXJ0e TAKCQk8SWRIbnRpZmilicl
R5cGU+MTwvSWRIbnRpZmlIcIR5cGU+CgkJPEIkZW50aWZpZXI+MjUONzA3MTYzNjA1PC9JZGVudGImaWVyPgoJCTxTaG9ydENvZGU
+PC9TaG9ydENvVZGU+Cgk8L1JIY2VpdmVyUGFydHk+Cgk8QWNjZXNzRGV2aWNIPgoJCTxJZGVudGlmaWVyVHIwZT4xPC9JZGVudGl
maWVyVHIwZT4KCQk8SWRIbnRpZmllcj5JZGVudGimaWVyMzwvSWRIbnRpZmlicjdAKCQk8LOFjY2VzcORIdmIjZT48L0IkZW50aXR5PgoJ
CTxLZXIPd25Icj4xPCILZXIPd25IcjdAKCTwvemVxdWVzdD5dXT48L3JIcTpSZXF1ZXNOTXNnPgoglCA8L3NVYXBIbnY6QmM9ke T4AKPC9zb2
FwZW520kVudmVsb3BIPg==</ns1:submitApiRequest>

</ns1:submitApiRequestList>

<ns1:submitApiResponseList>

<ns1:submitApiResponse>SFRUUCS8XLjEgMjAWIESLDQpDb250ZW50LVR5cGUBIHRIeHQveG1sOyBjaGFyc2VOPXV0Zi04DQpTZXJ2ZX
I6IE1pY3Jvc29mdC1JSVMVNy4wDQpYLVBvd2VyZWQtQnk6IEFTUC50RVQNCKRhdGUGIFR1ZSwgMzAgU2VwIDIWMTQgMTIBNTEGM
zUgR01UDQpDb25uZWN0aW9uOiBjbG9zZQ0KQ29udGVudC1MZW5ndGg6IDYzNQOKDQo8czpFbnZIbG9wZSB4bWxuczpzPSJodHRw
0i8vc2NoZW1hcy54bWxzb2FwLm9yZy9zb2FwL2VudmVsb3BILyl+PHM6Qm9keSB4bWxuczp4c2k9Imh0OdHAGLY93d3cudzMub3JnLzlw
MDEVWE 1MU2NoZW1hLWIuc3RhbmNIIiB4bWxuczp4c2Q9Imh0dHAG6LY93d3cudzMub3JnLzIwMDEVWE 1MU2NoZW1hlj48UmVzcG9uc2
VNc2cgeG1sbnM9Imh0dHAGLY9hcGktdjEuZ2VuLm1tLnZvZGFmb25ILmNvbS9tbWIudGVyZmFjZS9yZXF1ZXNO0Ij48IViDREFUQVs8UmV
zcG9uc2UgeG1sbnM6aT0iaHROcDovL 3d3dy53My5vemcvMjAWMS9Y TUXTY2hIbWEtaW5zdGFuY 2UilHhtb G5zPSJodHRwOIi8vYXBpLXY
xLmdIbi5tbS52b2RhZm9uZS5jb20vbW1pbnRlcmZhY2UvemVzcG9uc2UiPjxSZXNwb25zZUNvZGU+MDwvUmVzcG9uc2VDb2RIPjxDb25
2ZXJzYXRpb25JRD5IMGU5NjhmNS04Y2VhLTQzMTMtYWF;jZiowNzljNWNhNDdkMDEB8LONvbnZlcnNhdGlvbklIEPjxPcmInaW5hdG9yQ29
udmVyc2F0aW9uSUQ+UjlUMSOWMDAWLTQyMjUtZzY OMTUzPC9PcmInaW5hdG9yQ29udmVyc2F0aW9uSUQ+PFNIcnZpY2VTdGF0dX
M+MDwvU2VydmljZVNOYXR1cz48L 1JIc3BvbnNIPI1dPjwvUmVzcG9uc2VNc2c+PC9zOkJvZHk+PC9zOkVudmVsb3BIPg==</ns1:submitA
piResponse>

<ns1:submitApiResponse>SFRUUCB8xXLEgMjAWIESLDQpDb250ZW50LVR5cGU6BIHRIeHQveG1sDQpDb25uZWN0aW9uOiBjbG9zZQOK

Q29udGVudC1MZW5ndGg6IDYzNQOKDQo8czpFbnZIbG9wZSB4bWxuczpzPSJodHRwOIi8vc2NoZ\W1hcy54bWxzb2FwlLm9yZy9zb2FwL
2VVudmVsb3BILyl+PHM6Qm9%keSB4bWxuczp4c2k9Imh0dHABLY93d3cudzMub3JnLzIwMDEVWE 1MU2NoZW1hLWIuc3RhbmNIIiB4bWxu
czp4c2Q9Imh0dHABLY93d3cudzMub3JnLzlwMDEVWE 1MU2NoZW1hlj48UmVzcG9uc2VNc2cgeG1sbnM9ImhOdHAGLY9hcGktdjEuZ2Vu

Lm1tLnZvZGFmb25ILmNvbS9tbWIludGVyZmFjZS9yZXF1ZXNO0Ij48IViDREFUQVs8UmVzcG9uc2UgeG1sbnM6aTOiaHROcDovL3d3dy53

My5vemcvMjAWMS9YTUXTY 2hIbWEtaW5zdGFuY2UilHhtbG5zPSJodHRwOIi8vY XBpLXYxLmdIbi5tbS52b2RhZm9uZS5jb20vbW1pbnRic
mZhY2UvemVzcG9uc2UiPjxSZXNwb25zZUNvZGU+MDwvUmVzcG9uc2VDb2RIPjxDb252ZXJzY XRpb25JRD5IMGUSNjhmNS04Y2VhLT
QzMTMtYWF;jZiowNzliNWNhNDdkMDEB8LONvbnZIcnNhdGIvbkIEPjxPcmIinaW5hdG9yQ29udmVyc2F0aW9uSUQ+UjIUMSOWMDAWLTQy

MjUtZzYOMTUzPC9PcmiInaW5hdG9yQ29udmVyc2F0aW9uSUQ+PFNIcnZpY2VTdGFOdXM+MDwvU2VydmljZVNOYXR1cz48L1JIc3Bvbn
NIPI1dPjwvUmVzcG9uc2VNc2c+PC9zOkJvZHk+PC9zOkVudmVsb3BIPg==</ns1:submitApiResponse>

</ns1:submitApiResponseList>

<ns1:submitApiResultList>

<ns1:submitApiResult>UE9TVCAVIEhUVFAVMS4xDQpDb250ZW50LVR5cGU6IHRIeHQveG1sDQplb3NOOiAXMC42Ni400S4yMDE6OD

A5NwWOKQ29ubmVjdGlvbjogY2xvc2UNCKNvbnRIbnQtTGVuZ3RoOiAXxMTc5DQoNCjxzOkVudmVsb3BIIHhtbG5zOnM9Imh0OdHA6LY9zY 2h
IbWFzLnhtbHNvYXAub3JnL3NvYXAvZW52ZWxvcGUvIj48czpCb2R5IHhtb G5z0nhzaT0iaHROcDovL3d3dy53My5vemcvMjAWMS9Y TUXT
Y2hIbWEtaW5zdGFuY 2UilHhtbG5z0OnhzZD0iaHROcDovL3d3dy53My5vemcvMjAWMS9Y TUXTY 2hIbWEiPjxSZXN1bHRNc2cgeG1sbnM9l
mhOdHA6Ly9hcGktdjEuZ2VuLm1tLnZvZGFmb25ILmNvbS9tbWIudGVyZmFjZS9yZXN1bHQiPjwhWONEQVRBWzxSZXN1bHQgeG1sbnM
6aT0iaHROcDovL3d3dy53My5vemcvMjAWMS9Y TUXTY 2hIbWEtaW5zdGFuY2UilHhtbG5zPSJodHRwOIi8vYXBpLXYxLmdIbi5tbS52b2RhZ
m9uZS5jb20vbW1pbnRIicmZhY2UvemVzdWx0l1j48UmVzdWx0VHIwWZT5Db21wbGV0ZWQ8L1JIc3VsdFR5cGU+PFJIc3VsdENVZGU+MTk

8L1JIc3VsdENvZGU+PFJIc3VsdERIc2M+QXBpUmVxdWVzdE1Ic3NhZ2VFeHBpcnlGYWIsdXJIPCI9SZXN1bHREZXNjPjxPcmlnaW5hdG9
yQ29udmVyc2F0aW9uSUQ+UjlUMSOwWMDAWLTQyMjUtZzYOMTUzPC9PcmInaW5hdG9yQ29udmVyc2F0aW9uSUQ+PENvbnZlcnNhdGlv
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</soapenv:Envelope>Example2: Error response

5.5 changePassword

5.5.1 Request example:




PROJECT NAME: M-PESA D J

DocCUMENT NAME: B2C API SPECIFICATION VERSION: 1.5
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5.5.2 Response example:

®  Examplel: Success response

®  Example2: Error response caused by authentication failed.
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